Chicago Field Office of Intelligence & Counterintelligence

Laurie Tyzenhaus (Chicago Field Office (CFO) CI Cyber) and Steve Fuller (ANL) are co-hosting a Counterintelligence
Cyber Awareness Seminar on September 15 and 16, 2009. The seminar will focus on cyber counterintelligence and
security awareness for DOE-CH Federal and contractor employees. CFO-CI has assembled a very strong team of
technically astute speakers for this event and invite you to join us for what promises to be a most informative day and a
half. Morning and afternoon refreshments will be served.

The objective of the CI Cyber Seminar is to enhance the general level of CI cyber awareness, identify the CI cyber threat,
assist in understanding the current cyber implications of the war on terrorism, review selected case studies and forensics,
and discuss protection measures for personnel and key management officials having responsibilities for unclassified
computing resources. The unclassified seminar will be held at Building 362, Auditorium on Wednesday, September 16,
2009 from 8:30 am - 4:30 pm. Personnel from the Microsoft, US-CERT and other U.S. Government agencies will make
presentations. All of the speakers are highly respected and technically knowledgeable in their areas of expertise.

A half-day classified component will be held on Tuesday, September 15, 2009, at Building 316, Special Programs Facility
(SPF), Room A118 starting at 1:00 pm. The classified session will further amplify the CI cyber threat facing the DOE
complex. You must possess a "Q" or "L" access authorization badge and have a "need to know" in order to attend this
session. Your clearance must be confirmed prior to the briefing, so please register for this session today! Refreshments
will be served.

Attached are tentative agendas for both the unclassified and classified seminars. Please feel free to forward this invitation
to anyone within your organization that may have an interest in the subject matter. Questions on seminar content or
attendance should be referred to Laurie at laurie.tyzenhaus@ch.doe.gov.

If you plan on attending either or both days, please respond to Laurie Tyzenhaus by September 4, 2009, indicating your
preferences. We expect the Classified session to fill quickly and space is limited, so please reply at the soonest. Please
forward this invitation to anyone else you believe would benefit from attending this seminar.




AGENDA FOR THE CI CLASSIFIED CYBER SEMINAR
Building 316, Special Programs Facility (SPF)
*Hxkxk Classified Session ******

Tuesday, September 15, 2009

1:00 - 1:05 pm Introduction/Welcome — Don Krok, CH Counterintelligence Program Mgr
Larry Collins, Argonne, CI Program Manager
1:05 - 2:00 pm Sgt. Stephynie Christensen, “Cyber Threats to USTRANSCOM”, USTRANSCOM J2
2:00 — 2:45 pm Todd Carroll, FBI, Investigative Case Studies
2:45 - 3:00 pm Break
3:00 - 4:30 pm David Aucsmith, “The Changing Cyber Threat Environment”, Microsoft Corporation,

Senior Director, Microsoft Institute for Advanced Technology in Governments

4:30 pm Closing Remarks

To Register: Please send an email to Laurie Tyzenhaus at laurie.tyzenhaus@ch.doe.gov
to confirm your seat. Refreshments will be provided.

Tuesday’s session is at the Classifed Level. You must have an “L” or a “Q” Clearance to attend.

Please reqgister today, as we need to confirm your clearance.




8:30 — 8:35 am

8:35-10:00 am

10:00 - 10:15
10:15 - Noon
Noon - 1:30
1:30 - 2:30 pm
2:30 — 2:45 pm
2:45 - 3:45 pm
3:45-4:00

4:00 —4:45 pm

4:45 pm

AGENDA FOR THE CI CYBER SEMINAR
Building 362, Auditorium
*x&%*x% Unclassified Session ******

Wednesday, September 16, 2009

Introduction/Welcome — Don Krok, CH Counterintelligence Program Mgr
Larry Collins, Argonne, CI Program Manager

David Aucsmith, “The Changing Cyber Threat Environment”, Microsoft Corporation,
Senior Director, Microsoft Institute for Advanced Technology in Governments

Break

Art Manion, US CERT, Vulnerability Analysis

Lunch

Todd Carroll, FBI, Investigative Case Studies

Break

FBI, First Responders’ Evidence Collection Do’s and Don’ts
Break

Charlie Catlett, ANL Chief Information Officer, Office of Science
Cyber Security R & D Roadmap

Closing Remarks, Don Krok, CH Counterintelligence Program Mgr
Larry Collins, Argonne, CI Program Manager

To Register: Please send an email to Laurie Tyzenhaus at laurie.tyzenhaus@ch.doe.gov

to confirm your seat. Refreshments will be provided.



