Chapter 7: Accessing Kerberized Machines

(Community-Supported Methods)

In this chapter we discuss accessing systemsin the FNAL.GOV realm from
UNIX, Windows and Macintosh machines using programs or operating
systems not supported by the Computing Division.

‘ Very important note: Any time you'’ re about to enter your Kerberos password,
first verify that you’ re using the host’s directly-connected keyboard or using an
encrypted connection! Otherwise you risk exposing your password. See
Chapter 11: Encrypted vs. Unencrypted Connections for information.

7.1 Logging In Through Kerberized Exceed 7
Softwar e from Windows

7.1.1 Telnet Connections

You should create one secure telnet profile for each Kerberized host you wish
to access, according to the instructions in section 21.5 Configuring the Exceed
7 Telnet Application. To authenticate:

* using the L eash32 utility, navigate to START > PROGRAMS > K ERBEROS
UTILITIES> LEASH32. Select GET TICKET on the ACTION menu.

You will be required to enter your Kerberos password. Ignore the
CRYPTOCard prompt that may follow (press CANCEL ). You ticket will
appear in the L eash32 window. Click on the Windows Explorer-style
plus signs (+) to get details.

* using the command prompt, type ki nit -5 torequest aticket.
You will be required to enter your Kerberos password. Ignore the
CRY PTOCard prompt that may follow (just press ENTER). To verify the

ticket and its flags, either bring up the L eash32 window, or type Kkl i st
-f at the command prompt.

You can request a renewable ticket at the command prompt by using the
- r option (see section 9.2.5 Renewing Tickets). Your AFS token will
have alifetime equal to the renewable lifetime of the Kerberos ticket.

To connect:
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1) Start the Exceed 7 telnet program. Navigate to START > PROGRAMS >
HUMMINGBIRD CONNECTIVITY V7.0 > HOSTEXPLORER > TELNET.

2) On the OPEN SEssION window, with the desired telnet profile selected,
the target host name or IP address should appear in the Host Name
window. To connect, click on the CONNECT button. If you've
preauthenticated, you should get right in without having to provide your
Kerberos password.

3) The LEAsH32 window should now show your host connection in
addition to the kerberos ticket.

7.1.2 FTP Connections

Exceed 7 does not provide aKerberized FTP client. Furthermore, you cannot
connect using your CRY PTOCard (as you may for WRQ® FTP, described in
section 4.6.3 Run an FTP Session to Kerberized Host), since the Exceed 7 FTP
client stores your password, and doesn’t let you enter it each time you connect.
Choose a different product! Suggestions: WRQ®, FileZilla, AFS Windows
Client (for remote hosts using AFS).

7.2 Logging In from a Macintosh

Here we assume you are running the MIT Kerberos v4.0 software for
Macintosh as described in Chapter 23: Installing and Configuring MIT
Kerberos on a Macintosh System.

7.2.1 Authenticatevia Kerberos Control Panel

* Invoke the K erberos Control Panel (from CONTROL PANELS under the
Apple menu, from the KERBEROS M ENU in the menu bar, or from the
KERBEROS CONTROL STRIP module).
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Kerberos
Active User
User: No active user
Realm: —-—
Time Remaining: —-—
Renew Tickets... ] [ Destroy Tickets ] [ Change Password...
Ticket Tirne Rernaining
| Get Tickets...
* [z

[ Make User Active ]

¢ Click GET TICKETS.

> Kerberos for Macintosh

o=

s
r

Basic

Username: |nﬁ|m-r
Realm: [ ¥SFNALGOV
Password: || |

Forwardable
Ticket Lifetime: 26 hours
[ Cancel ] [ 0K ]

40319 @ MIT 1996-2001
* Select the right username and realm. Click OPTIONS... to specify the
ticket options; you should generally choose forwardable.

Accessing Kerberized Machines (Community-Supported Methods)



— KerberosvoTicketOptions
b4 Forwardable Tickets

1 Proxiable Tickets

Ticket Lifetime: 26 hours

7}
1 1LF

Cancel I

* Click OK. Then enter your Kerberos password on the pop-up screen.

You should see aticket appear. Now you can invoke your telnet product
(Better Telnet or NiftyTelnet) and connect to one or more strengthened hosts
without having to provide your password again.

| fnkerbfmalgov(®) ="—"———————MN HH

Fetmi Lirux Release 6.1.2 (Strangs)
Kernel 2.2.19-6.2.1=smp on o Z-processor 1686

Fermi Linux 6.1.2 INSTALL for Fralulnteractiwe wia MFS on Fri Jun 15 B8:06:35 CO
T 2881

MOTICE TO USERS

This is @ Federal computer [ondfor it is directly connected to a
Fermilab local metwork system) that is the property of the United
States Gowermment. It is for authorized wse only. Users [autho-
rized or unauthorized) hawe no explicit or  implicit  expectation
of priwacy.

fry  or aqll uses of this system ond aqll files on this system moy
be intercepted, monitored, recorded, copied, oudited, inspected,
and  disclosed  to authorized site, Department of Energy ond low
enforcement personnel, as  well as authorized officiols of other
agencies, both domestic ond foreign. By using this system, the
user consents to such interception, monitoring, recording, copy-
ing, auditing, inspection, and disclosure at the discretion of
authorized =ite or Department of Energy personnel.

Unauthorized or improper use of this system moyg result in admin-
istratiwe disciplinary action and ciwil and crimingl penalties.
By continuing to wse this system you indicoate gour owarensss  of
and consent to these terms and conditions of wse. LOG OFF IMME-
DIATELY if youw do not agres to the conditions stoted in this
warkning .

Fermilab policy ond rules for computing, including appropricte

use, may be found at hitp:/ www.fral .gov/ed/main/cpolicy . html
INFORMATIONAL : Product 'cedit' (with qualifiers ''l, has no current chain [or ma
g mot exist)
Termingl type is wt2ZB

There are no awvailable articles.

Jbinftouch: fafs/fral.gow/files/homefroom3/nagyy .Info: Permission denied
INFORMATIOMAL: Product 'cedit' (with qualifiers ''), has no current chain (or ma
y not exist)

<frkearb>

<frkerbr

]
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7.2.2 Authenticateat Login

Invoke Better Telnet or NiftyTelnet and connect to a strengthened host. You
will be prompted for your Kerberos password, and then authenticated once you
have provided it.
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