US CMS / US ATLAS – VO Privilege Project
1. Introduction

US
 CMS and US ATLAS, based at Fermilab and Brookhaven National Lab respectively, are sponsoring the VO Privilege Project to develop and implement finer-grained authorization for access to grid-enabled resources and services in order to improve user account assignment and management at grid sites, and reduce the associated administrative overhead. 

The project will increase overall authorization flexibility and usability by implementing a role-based access control mechanism in which a VO’s authority defines which VOs a subject (user) may join 
 and which roles a subject may assume. The subject must be given the power to select an appropriate VO-membership and role combination for a given service request to grid resources. The sites and resources will have adequate information to identify users
 and stop their activities as needed, without affecting other users.
The enforcement mechanisms developed will leverage existing security semantics of the underlying operating systems and the system will present itself as an incremental improvement over the widespread use of shared user accounts which offer little or no restrictions and protection. A primary goal is to overcome the limitations presented by static mapping of grid-subjects (users) to shared local accounts. 
2. Motivation

In existing grid security infrastructures, such as deployed in Grid03, grid resource access rights are granted on a very coarse level through UNIX operating system file access rights.  VO group and role policies are not communicated to the grid resources. Sites therefore have no basis for differentiating between users from a given VO. Up until now, all users from a given VO have been mapped to a single, shared user account. It follows that every access is granted with the full set of access privileges that the VO as a whole is authorized to assume, and user activities are not well insulated from each other.  This many-to-one mapping reduces the administrative overhead but provides limited support for the implementation and management of fine-grained authorization policies and affords a relatively low degree of overall system security.  
As more users, applications, resources, and services come on board, this level of security would become more and more hazard-prone with respect to resource security, data and job security, accountability, and efficiency. Finer-grained authorization is required. To achieve and maintain good service with the enhanced security, it’s important to incorporate the policies of both the VO and the individual site when defining the details of the finer-grained system. 
We want to empower the VOs to set varying policies for different user groups and roles in order to limit which tasks the users can perform and with what priorities, on an access-by-access basis. We want to empower users to choose an appropriate group/role combination according to the activity they plan to perform. We want to empower sites’ computing and storage resources to intelligently enforce priorities and data access rights set at the VO level and to identify users and stop their activities as needed, while adhering to their site-specific security requirements.
 (replace this paragraph with the two above) Existing grid security infrastructures such as deployed in Grid03 provide limited support for the management and enforcement of fine-grained authorization policies. In Grid03, shared user accounts are used in order to reduce the administrative overhead. Access rights are granted on a very coarse level through UNIX operating system file access rights. Because of the many-to-one mapping of users to a single shared user account, every access is granted with the full set of access privileges that the collaboration as a whole was authorized to assume. This practice ensures a relatively low degree of overall system security.
3. Requirements
, The US CMS and US ATLAS collaborations have identified the following requirements for the grid security infrastructure:
· Resource providers (sites) define fine-grained authorization policy based on VO groups and roles, and have mechanisms that can enforce these policies consistently over all the resources in their domain
. 

· Enforcement mechanisms must support existing applications and use cases
.
· The access rights with which a specific access is granted are reduced and ideally represent the least amount of privileges required for this access, users can drive/customize the allocation of a subset of their access rights to a specific access (e.g. through the selection of their current “role
”).
· Users may be a member of multiple collaborations (VOs) and the system should support the separation-of-duties principle for these users.
· Users are to be separated from each other and an individual user’s files must be protected against accidental or malicious modification by other users.
3. System Implementation Overview
The VO Privilege Project software, depending on its implementation, relies on, interfaces to and further develops at least some of the following independent pieces of VO-implemented and site-implemented authorization software: VOMS, VOMRS, Gridmap callout interface, GUMS, and SAZ. The project schema requires a number of enhancements to these products, for example that VOMS dynamically add attributes to a user's proxy certificate specifying the role under which the user is making a request to access grid resources, and that GUMS act as an identity mapping service to map users to local accounts. The Globus gatekeeper Gridmap callout interface allows for the replacement of the built-in Gridmap file mechanism with a component (called PRIMA) that can query the GUMS identity mapping service. The interface between the PRIMA module and the GUMS identity mapping service is based on the OGSA SAML Authorization Interface, which is in the process of being standardized in the OGSA-Authorization working group of the GGF.
3.1 Stage I

The first stage of VO Privilege development seeks to integrate VOMS, the Gridmap callout interface, and GUMS, and to develop the PRIMA software module to parse the Gridmap callouts and communicate with the GUMS identity mapping service. On or at a given grid resource, the integration of these elements is intended to:

· obviate the need to replicate static grid-map files. 

· provide for the mapping of users to local user and group IDs based not only on their authenticated identity (distinguished name) but also on VO-related attributes as presented to the grid service. 

· provide dynamic assignment of local accounts to qualified users (based on their credentials) who have not yet been assigned their own account. 

Stage one also includes integrating the doors into the dCache storage system to also utilize the identity mapping service. 

3.2 Stage II 

Stage two will implement finer-grained access control in which a given role is assumed to grant the user a set of rights, and the user is charged with selecting from this set, enabling only those rights he or she will need, following the least privilege access principle. Least privilege access is intended to prevent accidental overusage and limit the damage a malicious entity can cause when a user's credentials are compromised. Stage two will also implement dynamic execution environments, designed to enforce access rules via file system access control lists, network firewall rules, system quotas, and so on.

3.3 Functional Overview and System Architecture
The user is required to provide role-related information when requesting a proxy certificate from VOMS. (Each time a user wishes to change roles, he or she must request a new proxy certificate using the appropriate arguments.) When the proxy gets forwarded to a gatekeeper, a Gridmap callout invokes the PRIMA module. PRIMA extracts the VOMS attributes containing the VO and role information from the user's proxy certificate, and queries the identity mapping service for an appropriate local user account assignment. As a final step to user authorization, the gatekeeper contacts the Site Authorization Service (SAZ) which enforces the site-specific access control rules/policies, e.g., specifying prohibited users, checking for revoked certificates, and validating the user's certificate path.
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�I’d just use the text from the overview page on the web site for the intro, or make the intro very short. It depends on the purpose of this doc. It seems to be more than just motivation.


�I don’t understand. One VO can dictate which others a user may join?


�Or is this still on the wish list?


�Will there be a grid-wide list of roles/groups that all VOs need to use and all sites need to be able to recognize?


�Where are these documented or defined?


�How do you enforce the choice of least-privileged access among users? Won’t some folks just choose the highest one they can get each time?  How will roles be tied to activities?





