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Jed reported that Bob Grant sent the QAP to division/section heads Tuesday (15-Jan) and requested that they provide feedback by 29-Jan.

 

We reviewed the flow chart in the current graded approach procedure.

 

The first step of the current chart, identify the process(es), has now been completed through the pre-filters.

 

The new first step is to understand the boundaries of the process in question. We also need to gather the appropriate team members to perform the grading process.

 

The next step is to perform an unmitigated risk assessment (hazards, consequences and frequencies). From this we determine the "quality category", or whatever term we determine; this is the grade. We need to keep in mind that different topics should be dealt with in ways which are appropriate to the type of topic (this is something that was mentioned in our last meeting, e.g. operations and fabrication should be treated differently). We also need to keep in mind that sub-activities need to be evaluated on their own, apart from the main activity (e.g. large Project in the main activity, and it involves many sub-activities which need to be evaluated separately; we should provide a short list of things that need to be considered for each of these topics).

 

Reminder: regarding the way in which we try to judge risk, here's the way it's done in a FMEA:

Severity * Occurrence * Detection

 

With the grade, we then review the applicability table to identify the necessary controls.

 

Then we identify the controls that are currently in place. Then identify the additional controls which are needed to appropriately address the risks (i.e. perform a "mini" gap analysis). 

 

A concern was raised as to how the lab employees were going to receive this whole idea. It is believed that for people who have been doing their jobs for long periods of time, they are going to (appropriately) question the value in doing this. The principle we want to apply is to provide a framework that allows people to document what they're already doing in their minds, and do it in a minimally burdensome way. We also will want to test our framework by "throwing" a number of processes at our framework to assess if we got it right (or more accurately, assess the degree to which we got it right).

 

It was also agreed that the "entry point" (i.e. the pre-filter which triggered the need to grade) will provide a head start into what issues need to be considered when performing the grading. And it may be that some of the triggers may simply point the person to another control system (e.g. if it's only radiological risks, then the current radiation control system should be used).

 

The "what if" scenarios need to be appropriate; e.g. we can easily take it too far by thinking about a failure from a meteor strike. The scenarios need to be reasonable, and at minimum should be based on our previous experience with failures and potential failures.

 

It was agreed that the step to perform the risk analysis is where the meat is, so we should focus on that in terms of providing a framework for people to work from. It centers around the question "what can go wrong?", and doing this in a structure way. It was suggested that we try to craft our framework by thinking about triggers/thresholds, as opposed to asking people to categorize the risk. We may also need to think about how the evaluation of new processes should be considered differently than the evaluation of pre-existing processes 

 

Taking a look at possible triggers/thresholds for Projects (with a capital P):

· Is it a line-item in the federal budget? Yes = level 3

· Is it $20M or greater? Yes = level 3

· Is it $5M - $20M? Yes = level 2

· Is it an AIP? Yes = level 2

· Is it a UIP?

· Is it a GPP?

· Is it a MIE?

· (other may have been added; they are in the document "Graded Approach Process Steps" linked below)

 

It was generally agreed that if an item doesn't make it through the pre-filters, then by default it is level 1 category.

 

We also discussed the model that an item could have differing categories for each of the 10 QA criteria, i.e. we use a graded approach to decide the level of rigor to be applied for each of the 10 QA criteria for any given item. This was a new approach for most of the team, and so we need to wrestle with this for some more time.

 

We drafted a framework which took each topic of the pre-filters and connected them to methods of performing the risk analysis (contained in the file "Graded Approach Process Steps"). We through a number of example processes/operations at this framework, and it seemed to hold water; e.g. Projects (capital P), D0 layer 0 upgrade, single-point of equipment failure which results in a 3-month down-time, Accounts Payable, Hiring, Computer Security, personal information, exceeding operational safety envelope, running beam when a person is in the enclosure, arc flash.

http://tdserver1.fnal.gov/blowers/projects/QA/QDT/Graded_Approach_Process_Steps_2008-01-16.doc
 

The question came up about how we would handle a "lessons learned" from another lab. The response is that it would be reviewed, and we would determine either it has been appropriately considered already, or we would need to conduct a new (or revised) grading process.

 

Another consideration is to look at the potential benefit of a change, not just the consequence of a failure. How might this fit within the graded approach framework? Conceptually the improvement idea (or desire to apply QA rigors) makes it through the pre-filters, and then the grading is applied because of the benefit to the organization (e.g. this could be as simple as "it's just the right thing to do").

 

The next thing to consider is how we determine the applicable level of the 10 QA criteria rigors to our defined risk(s). It would be good to come up with a streamlined approach that doesn't rely on brute forcing a detailed review of each QA criteria against each risk; this is the framework within which we perform the grading. We will tackle this on Friday.

