
PURPOSE
The purpose of the graded approach is to identify activities which have the potential for significant negative impact on quality and to guide the selection of controls to apply to those activities.  This focuses management attention on activities which require the most control and oversight.
INTRODUCTION
The graded approach process is part of Fermilab’s Integrated Quality Management Program.  Like Integrated Safety Management, Integrated Quality Management is based on the principle that the people best suited to understand risks are the ones who plan and perform the work.  Like hazard analysis under ISM, the graded approach procedure is an evaluation of activities.  It describes an incremental process which guides the user in determining the level of quality controls suitable for managing the activity.
The application of this process depends on the mission of the organization performing the evaluation.  For example, the Directorate will review the activities associated with the goals defined in the prime contract, while the Computing Division will review the activities associated with cyber-security.
The graded approach process is intended to:

· Identify activities which present significant quality risk, 

· Determine the risks and necessary controls, and 

· Document the determination

Laboratory-wide requirements described in the QA Plan specify a minimum level of quality controls that all activities, regardless of their grade, must satisfy.  This prevents any activity from being “graded to zero”.
RESPONSIBILITIES
FERMILAB DIRECTOR
Holds senior managers accountable for implementation of, and compliance with, this procedure, and ensures that adequate resources are provided.
DIRECTORATE
The Directorate is responsible for ensuring that the graded approach is applied to laboratory-wide activities.
OFFICE OF QUALITY AND BEST PRACTICES

The Head of the Office of Quality and Best Practices (OQBP) authorizes this document by signature.  OQBP also assures that Fermilab assessments review compliance with this procedure and the effectiveness of its implementation.

PROGRAMS, DIVISIONS, AND SECTIONS

Associate laboratory directors and the heads of each program and division/section are responsible for applying the graded approach to activities under their control.   They provide the necessary resources as appropriate to implement and maintain the graded approach process.
Division/section Quality Assurance Representatives (QARs) are responsible for coordinating and providing advice on implementation and maintenance of the graded approach to activities while avoiding any unnecessary duplication of documentation or effort.

PROCESS OWNERS
Owners of Fermilab processes (managers/supervisors/engineers/spokespersons) are responsible for ensuring that the graded approach procedure is applied to activities under their control.
PROCEDURE
The graded approach procedure allows managers to identify activities which present significant quality risk, determine the risks and necessary controls, and document the determination.
PROCESS STEPS
A. Using a set of selection criteria, defined below, select those activities that present significant quality risk.  Only the activities which meet the criteria are required to go through the remaining steps.  
B. Define and document the steps of the activity
C. Determining which controls are already in place, their adequacy and effectiveness for the specific risk being evaluated

D. Evaluating the residual risk / what can still go wrong?
E. Evaluating unmitigated consequences and likelihood / quality impact(s)
F. Determining which controls are required for each category (applicability matrix).
G. Determining which of the required controls are not in place
H. Prioritizing, communicating and implementing the missing controls

A.  Activity Identification
Using the following selection criteria identify those activities that present significant quality risk.*  Activities which meet any of these criteria are required to go through steps B to H of the graded approach process.  Activities which do not satisfy the selection criteria, while omitting steps B to H, must still conform to standard laboratory-wide quality controls as shown in category 1 of the applicability matrix.
· Reasonable likelihood of delaying the laboratory schedule by at least 3 months

· Project cost exceeding $500K

· Reasonable likelihood of an occurrence, or repetitive occurrences, with cost impact exceeding $100K

· Personal safety or environmental hazards, liabilities or risks greater than those generally accepted in an industrial environment.
· Reasonable likelihood of a significant reduction in the public trust
· Judgment of line management
*Whenever an item or service is deliverable to an outside organization, the evaluation is performed from the client’s point of view.
B.  Define and document the steps of the activity

- Consider goals of the activities, inputs, outputs, operating constraints, and interactions

- Consider using subject matter experts
- When an activity involves other organizations, consult with individuals from those organizations

C. Risk Evaluation and Control Choice

1. Determining which controls are already in place, their adequacy and effectiveness for the specific risk being evaluated

2. Evaluating residual risk / what can still go wrong?

3. Determining which controls are required for each category (applicability matrix)

4.  Determining which of the required controls are not in place

This step provides process owners with a standardized methodology for identifying potential failures, with an aim of choosing the quality controls to manage the potential failures.

As used herein risk refers to potential negative impact on expected outcomes such as cost, schedule, safety and reputation.
Risk evaluation per the table should provide a list of failure modes together with likelihoods and impacts.  These likelihood and impacts will be used in the next step to determine which controls are to be applied.

The following are guidelines for the methods of performing the risk evaluation based on which selection criteria apply:
	Applicable Selection Criteria
	Risk Evaluation Methodology

	Schedule delay at least 3 months
	Project Delay:

Create a detailed schedule

Understand the critical path

Operations Delay

Failure modes analysis

Detailed plan for responding to potential delay

	Project cost exceeds $500K
	Detailed cost estimate, 
Contingency plan

	Impact of failure exceeds $100K
	Failure modes analysis

	Failure to meet goals
	Failure modes analysis

	Failure in public trust
	Failure modes analysis

	Safety
	Current safety control systems if currently completely covered (e.g. FESHM ODH for ODH hazard)

Failure modes analysis if not currently completely covered

	Deliverable to outside organization
	Level 3 controls automatically

	Judgment
	Any appropriate tool


- Consider idea generating tools such as flowcharts, lists, cause and effect diagrams, failure modes and effects analysis

- Consider available information such as published standards, data and/or methods; previous experience; and subject matter experts


- Consider that each step within the activity being evaluated may have different quality categories for each applicable criterion

I.  Prioritizing, communicating and implementing the missing controls

In order to successfully complete risk evaluation steps E through I the kind of risk management strategy being applied must be considered.  Risk management strategies include one or more of the following; accept the risk without additional controls, apply additional controls, stop performing the activity.
When evaluating existing controls, should they be improved?

Consider changes and reevaluation

Reiteration

Should the final process output be vetted.  (QA check).

Reevaluating if the process has changed

Documentation Expectations:

Documentation is not required for activities which do not pass through the pre-filters. It is expected that there will be documentation for each activity which goes through the formal grading process. At minimum this documentation will included:

Description of the activity/process steps

Hazards/Risks identified for each step

QA controls to be applied, as defined in the applicability matrix
POLICY AND PROGRAM DOCUMENTS
Fermilab Quality Assurance Plan
Fermilab Environment, Safety and Health Manual
[Fermilab Contractor Assurance Plan] 

APPLICABILITY TABLE
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Criteria Risk Acceptable Risk Marginal
No Additional Controls Sorme Aditional Controls
Program 3

ITNA, ESEH, Institutional &
Training & Qualification ITNA, ES&H, Institutional & Facility Facility
Task Specific Training

Quality Improvernent Mission, Palicy, Mgmt Practices  Mission, Palicy, Mgt Practices
Verifible Quality Objectives

Documentation of Deficiencies &
Opportunities for Improvement

Control by Formal Versioning,

Risk Unacceptable
Al Additional Controls

ITNA, ES&H, Institutional & Facility

Task Specific Training
Documentation &/or Testing

Mission, Palicy, Mgt Practices
Verifible Quality Objectives
Documentation of Deficiencies &
Opporturities for Improvement
Formal Corrective, Preventive
Actions

Control by Formal Versioning,

Documents Control by Owner Approval, Tracking revision history ~ Approval, Tracking revision history
& Access control

Abide by Records Mgrrt Abide by Records Mgt
Records Abide by Records Mgrit Procedures Procedures Procedures
Work Processes Work Emvironment Work Emvironment Work Emvironment

Whitten Procedures
Manitaring, Assessing
Performance
Formal ltern Control
Preventative & Predictive
Mairtenance
Readiness Reviews
Calibration of Process Equipment

Herative design, sound engineering Iterative design, sound enginesring
judgerment, scientific principles,  judgement, scientific principles,
Design applicable codes and standards  applicable codes and standards
Design Authority
Documented, Approved
Reguirements
Establish Baseline
Design Review
Verification & Validation

Abide by Procurement Policy, | Abide by Procurement Policy,
Procurement Procedures- built in grading Procedures- built in grading
Supplier Performance Supplier Performance
Supplier Corrective Action Supplier Corrective Action
Vendor Qualification Formal Vendor Qualfication

Acceptance Criteria

Inspection & Acceptance Testing Control of NonCanforming ftems  Contral of NonConforring herns
Control of MTE
Documented Inspection &
Acceptance Test Results

Whitten Procedures

Moritoring, Assessing Performance

Formal ltern Control
Preventative & Predictive
Mairtenance
Readiness Reviews
Calibration of Process Equipment
Procedures including in-process
andfor post-process qualty
objectives

Ierative design, sound engineering

judgerment, scientific principles,
applicable codes and standards
Design Authority
Documented, Approved
Reguirements
Establish Baseline
Design Review
Verification & Validation
Change Control
Documented Design Basis

Abide by Procurement Policy,
Procedures- built in grading
Supplier Performance
Supplier Corrective Action
Formal Vendor Qualfication
Acceptance Criteria
Cerification Requirernents

Control of NonCorforming tems
Control of MTE
Documented Inspection &
Acceptance Test Results

Identify iterm Inspection/Test status Identify item Inspection/Test status

Assessments Mission, Palicy, Mgmt Practices  Mission, Palicy, Mgt Practices
divisect Formal Assessment Plan
Resuls identify deficiencies &
opportunities for improvernent
Cortective, Preventive actions are
tracked to closure

sicl Fallow S/CI Procedures Fallow S/CI Procedures

Documented Inspection &
Acceptance Plans
Degree of Independence required
Considered during design

Mission, Palicy, Mgt Practices
divisect Formal Assessment Plan
Results identify deficiencies &
opportunities for improvernent
Cortective, Preventive actions are
tracked to closure
Effectiveness of Cartective,
Preventive Actions
Qualifications of Assessors

Fallow S/CI Procedures

o Additional Controls = current level alieady addresses level of risk for activity, - current practices extend into level 2 & 3

Risk, Quality Category?
Final Risk Grade is adjusted by sound judgement

Idertify major business systems each diision & section - already done some years ago

To Be Documents identified for each criterion/chapter

Risk level for Documents depends on the actity that the document addresses, controls

What defines a record, what triggers needing to create a document

Design configuration mgrt is subsumed by Baseline, Change control=capital P projects, formal review board etc

Vendor qualification - $, risk, technical competence, ES&H, pencil fram ofice supply NOT McDonalds to Formal fullreviews based on §, risk, techical need

Add signature authority list in procurement Policy & Procedure References.
Task Specific NOT= Job Specific

Applicabilty




