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1.0 Purpose and Scope
In order to implement a Quality system, a procedure or methodology for formalizing a "Graded" approach for determining and prioritizing risk mitigation across activities at FNAL is needed.  

This procedure is part of the continual improvement methodology, and its focus is reducing risks through better management systems and controls, especially during planning and design.  It does not replace the day to day planning or the job of making a product or service.  
2.0 Applicability 

This procedure applies to Fermilab Research Alliance, LLC (including all legal entities under its exclusive control) and all its employees, contractors, subcontractors, and Fermilab users.

3.0 System Responsibility and Authority

The Director, Office of Quality and Best Practices (OQBP) authorizes this document by signature.

The owner of this document is the head of the Office of Quality and Best Practices (OQBP) who is the point of contact for the quality program.  Revisions other than minor editorial changes must be reviewed by Quality Development Team representatives from each Division, and Section and the OQBP, and comments adjudicated prior to issue of the approved revision to the document.  

Revisions which are other than minor, shall be denoted by a change in the integer portion of the revision number (example, Rev 001 becomes Rev 002), and shall be approved by the Head of OQBP.  Minor editorial changes, those that do not add, diminish or otherwise change requirements must be approved by the EG&G Quality Manager at Fermilab.  Minor changes shall be denoted by decimal values in the revision number (example, Rev 001 becomes Rev 001.01) and their approval shall be documented in the table of revisions only.

Significant changes - activities which affect mission impact such as a contract change, emergencies, new legislation, etc. - must initiate a review as soon as reasonably possible but not longer than 60 days after notification to (any of) the Directorate.  The notified Directorate member is responsible to assure the change is brought forward and reviewed.

4.0 Prerequisite Actions
4.1 Preliminary Review

4.1.1 Review definitions and hierarchy of terms used in this procedure, See Section 10.

4.1.2 This procedure requires user to obtain the Activity Log and Graded Activity Worksheet from the OQBP Fermilab web site, OQBP Documents. 
5.0 Introduction
5.1  Background

Programs that mitigate risk rely on the concept of defense-in-depth.  After the risk is calculated, the facility must erect barriers, or gates, between the entity posing the risk and the unprotected worker, public, and environment.  The higher the risk the more barriers, or gates, must be erected to isolate the risk.  And of those barriers, those that are engineered, or fixed, are preferable to those that rely on human performance to uphold.

As shown in the figure to the right, an operation that poses little or no risk to health, the conduct of a project, or cost of an item will require minimal controls, such as a monitoring system (fixed barrier) or procedure (dynamic barrier).  If the opposite is true and the risk is to life, health, project efficacy, etc.; much more protection must be offered.  In this case, barriers may take the form of physical barriers such as substantial buildings/structures, fire suppression systems, monitoring systems, and atmospheric controls (negative pressure rooms relative to manned spaces with HEPA filtration systems).  Dynamic barriers can include administrative controls that manage access to hazardous areas, standardized operating procedures, and training and qualification programs.  In the case of high value design or research, barriers may take the form of business and project management controls that ensure a step-wise approach to achieving specified goals that partition and control segments to limit loss-potential.  Put simply, the higher the level of risk, the more barriers are used to ensure the desired level of protection is maintained in the case that one or more are compromised.
Once the barriers are established, they must be maintained.  Maintenance is primarily done through administrative controls such as configuration management of engineered barriers and business processes, use of qualified individuals, establishment of prescribed, standard training and requalification/recertification programs, and use of accurate, controlled drawings (as-builts) and standardized procedures.  The ultimate goal is to prevent breakdown or bypass of the barriers that prevent undesired exposure or consequence.
Finally, quality assurance uses a series of self-assessments and audits to:
· Ensure the established controls (barriers) are adequate (static and dynamic)
· Ensure that the processes that describe the dynamic barriers are being followed
· Ensure the administrative processes are being followed to maintain the barriers
The results of the assessments and audits are used to validate the efficacy of controls, identify areas that require correction, or to identify areas that need to undergo process improvement for improved efficiency/cost control.
5.2  Implementation 
Fermi National Accelerator Laboratory (FNAL) is unique in the products and services it provides.  It covers everything from standard utility systems and equipment to development of highly technical, one-of-a-kind equipment to support basic research in HEP.  It is not unique; however, in that it has a customer that pays for these services.  The customer levies requirements to the proper management of its interests in terms of planning, fiduciary responsibility and accountability, and safety, operational and environmental excellence.
To that end, a new quality program requirement has been established in the FRA contract.  In order to meet the contract requirements and still allow the flexibility needed in a research facility Fermilab has developed a graded approach to implementing quality requirements.  The graded approach uses a matrix to determine the level of rigor that must be applied to any project, process, or operation.  The matrix provides a way to identify risk, as a result of consequence and frequency of an event adverse to quality, which defines the level of control that must be exercised to ensure the safety of our workers, quality of our products, and compliance with applicable legal and contractual requirements.
Grading is encouraged by DOE if a single or uniform method of applying a requirement across a facility or activity does not add value or reduce risk.  The grading process provides the flexibility to design controls that best suit the facility or activity. The grading process; however, is not used to obtain exemptions from the requirements of the QA Rule or Order.
The DOE has identified activity-specific and facility-specific factors that affect the level of quality required, such as:

· Relative importance to safety, safeguards, and security; 

· Magnitude of any hazard or risk involved; 

· Life-cycle stage of a facility or activity; 

· Impact/consequences on the programmatic mission of a facility; 

· Particular characteristics of a facility or activity; 

· Hazard category of the item or activity;
· Adequacy of existing safety documentation;
· Relative importance of radiological and non-radiological hazards;
· Complexity of products or services involved;
· Performance history of a facility or activity; and 

· Any other relevant factors. 

5.3  Process Overview 

As previously discussed, the levels of rigor will be different for every major operation, project, or initiative the laboratory participates in; however, the process to determine the levels of rigor must be step-wise and available tools must be consistently applied.  In that way, Fermilab can be assured that the result is as objective as possible and the tools that are used to implement quality are consistent.  Consistency is desired to create repetitiveness in the application of the tenets of quality and to reduce costs by having one training program applicable to all.  In that way, management can expect that the supplier of a quality requirement, such as inspection of received materials or goods, is performed in a standardized, effective manner over the entire laboratory.  Furthermore, if a change in process is required, it can be integrated into the program once and consistently applied across the board.
These controls are documented and communicated to facility/activity personnel to ensure appropriate application.  This documentation takes the form of written procedures, practices, requirements manuals, policy statements, standing orders, and other written and controlled means as deemed appropriate by facility/activity management.  The level of approval of this documentation is also based on the hazards, complexity, and/or relative risk; as defined in the QAP.
Finally, the graded approach must not be used to “grade quality assurance criterion to zero” which has the affect of eliminating all verifications of the requirement.  Even in the least stringent application, compliance with applicable portions of stated requirements is mandatory unless an exemption is approved through an appropriate process with DOE.
5.4  Process Summary:
The following summary-level steps are followed to establish the graded approach.  More detailed instructions are provided, below the following summary.
1. Gather or determine and filter activities into a manageable state for analysis.

2. Identify the real or potential hazards or incidents. 
3. Identify their associated consequences/probability of a failure (unmitigated and mitigated) and, before work begins, the specific requirements and controls to be applied.

4. Determine the depth, extent, and degree of rigor necessary in the application of the requirements and controls.

5. Determine priorities.

6. Create a plan, communicate and implement the selected requirements and controls and their degree of rigor by means of documented work processes (procedures, instructions, specifications, and controls).

NOTE - For a more detailed process description see the procedural steps (Section 6.0) and the process flow diagrams in Attachment 1.
6.0  Procedure

6.1  Gather and Filter Activities:
6.1.1 Develop a list of activities, processes, systems, projects, or programs to be assessed using the graded approach process. 
NOTE: The list can be generated from a new process being developed, an existing process that is being reviewed as part of the initial implementation of the QA Program, or a change to an existing process being reviewed.
6.1.2 Divide top level or complex situations such as a program, project, system or process into activities that are more easily managed and evaluated.
6.1.3 Create a flowchart or a major step/process block diagram of the activity.
6.1.4 Record the activities into the Activity Log, Form 2, and note with which program, project, system and/or process the activity is associated.  
6.1.5 Form a team to perform analysis

NOTE: Use resources from other divisions / sections if the item to be evaluated crosses organizational boundaries or additional expertise is required to perform analysis

6.1.6 Determine if the activity being considered is a subset of, or related to, a process already graded:

6.1.6.1 IF the activity is NOT a subset of or related to a process already graded, AND 

IF the activity is bounded by the existing activity’s risk profile, 

THEN go to section 6.1.7.
6.1.6.2 IF the activity can be associated with a process already graded 

AND the existing process (or higher) is up to date,
THEN assess the hazards and incident, determine the risk treatments and controls. (Go to Section 6.2; complete sections 6.2 through 6.3.2.1 omitting recording reason for change).
6.1.6.2.1.1 IF the activity is bounded by the existing activity’s risk profile (i.e. not applicable requirements beyond associated bounding condition).
THEN no further action is required.

6.1.6.2.1.2 ELSE, the activity is not truly bounded and must have risk treatments and controls determined by completing the procedure.
6.1.6.3 IF existing process (or higher) is NOT up to date, 

THEN record area to activity list and go to section 6.1.8.
6.1.6.4 IF there is an existing, active project that the activity can be associated with

THEN add the activity to the project 
NOTE: When adding to an existing plan or in some way affecting others, be sure to obtain the appropriate level of management’s approval.  

6.1.7 Group activities if they are similar in nature and can be assessed together
6.1.8 IF there are more than 10 activities to be graded
THEN prioritize the list
6.1.8.1 Use Form 1 to determine risk code
6.1.8.2 IF any items have a consequence code value of 2 or less (i.e. low consequence) AND a frequency code of 2 (i.e. “extremely unlikely”).
THEN place these items on hold.  
6.2  Identify Hazards and Incidents 
6.2.1 Identify the real and potential hazards and incidents for each activity

NOTE: Hazards are identified using tools such as Hazard and Operability Studies (HAZOP), Failure Modes and Effects Analysis (FMEA), What-if analysis, “Cause and Effect” diagramming, etc (“Cause and Effect” is alternatively known as a “Fishbone Diagram” or “Ishikawa Diagram”). 
6.2.2 Record the hazard and/or incidents for the activity or grouping in Form 2.

6.3  Determine Consequence, Frequency and QA Criterion Applicability
NOTE: This Section uses the Grading Worksheet, Form 1, to record the results of risk assessment  
NOTE: Lessons Learned should be reviewed as a source for real or potential hazards, incident scenario’s, potential risk treatments and controls.  
NOTE: Hazards and incident identification for existing projects can be obtained from current Safety Assessment Documents (SAD) maintained in the Fermilab ES&H Division.  
NOTE: It may be possible to consolidate or simplify the amount of evaluation by looking for common failure modes between activities, process steps, systems, projects, or programs.  If a common link can be found, group the activities to reduce the amount separate activity analysis required.  

6.3.1 Determine the unmitigated risk score:
NOTE: The unmitigated score is the result if the hazard or incident were to occur without regard to Systems, Structures, or Components (SSCs) function or protective features.  Take the conservative approach when determining the consequence and frequency code values; assign the higher (or worst) value if the consequence or frequency is unclear.    

6.3.1.1 Determine and select the consequence code for each hazard or incident scenario that is postulated and record on Form 1 and Form 2.  
6.3.1.2 Determine and select the frequency code for each hazard or incident scenario that is postulated and record on Form 1 and Form 2.  
NOTE: The electronic worksheet will output the product of the selected consequence code and frequency code for each assessed category; otherwise the risk code is the product of the two numbers.  

6.3.1.3 Continue review and select a consequence and frequency code (grade) for all categories in the left hand column of the worksheet for each activity’s real or potential hazard.  
6.3.1.4 Continue grading until all hazards and incidents for individual or combined (program, project, process or system limited) activities are completed.  
6.3.1.5 Compare each category’s risk code value to the corresponding category control requirements in the Applicability table, Table 4, to determine what controls are necessary.  
NOTE: In Table 4, the Applicability portion (right column) contains the requirements per category associated with the Risk Code/Grade (the center column) determined in the previous steps.  Thus, if the Risk Code result is “acceptable” for a particular category, then you only apply the associated portion for the category under its applicability section of the table.  This evaluation is only being applied to the particular hazard or incident being examined; this process is repeated for every category and every hazard or incident associated with every activity or grouping.  The worst case from each category is the bounding condition and becomes the list of requirements that must be implemented. 
6.3.1.6 Record the mitigated consequence code, frequency code, risk code, controls and date in Form 2.
6.3.2 Determine the mitigated (or current state) risk score:
NOTE: The mitigated score is the result if the hazard or incident were to occur with regard to Systems, Structures, or Components (SSCs) function or protective features.
6.3.2.1 Repeat the grading process used for the unmitigated state, sections 6.3.1 through 6.3.1.5 while including all existing risk treatments and controls that match the category from the Grading Worksheet being examined.   
6.3.2.2 Record the mitigated consequence code, frequency code, risk code, reason for change, controls and date in Form 2.
6.4  Determine Implementation Requirements
6.4.1 Determine the implementation requirements by choosing a risk treatment or combination of treatment strategies:
NOTE: There will likely be more than one consequence that needs to be addressed for each of the incidents or events postulated within an activity.  All shall be fully reviewed and logged through this process; however, only the bounding case for each grouping needs to be used when determining the level of QA requirements to implement.  In all cases, there is some latitude within the Quality Assurance Plan (QAP) requirements for the individual or team to tailor the implementation so it adds value.
6.4.1.1 Choose the risk treatment option.

NOTE: Once risks and their respective controls are have been identified and assessed, all techniques to manage the risk fall into one or more of four major categories:

Terminate (aka elimination) 

Treat (aka mitigation) 

Tolerate (aka retention) 

Transfer (aka buying insurance)

NOTE: Once risk is identified, it may be mitigated by any one, or more, of the treatment options.  For example, Fermilab may choose to eliminate or mitigate a risk element, or a combination where part is eliminated and the other controlled.  Once a treatment is determined, it must be supported to ensure its continued viability.  For example, treatment may include creating an engineered boundary, emergency systems such as fire sprinklers, with associated administrative controls such as operational and maintenance procedures and the training programs developed to train personnel to use them.
NOTE: Ideal use of these strategies may not be possible. Some of them may involve trade-offs that are not acceptable to the organization or person making the risk management decisions.
6.4.1.2 Verify the selected risk treatment strategy will provide the level of protection required
6.4.1.3 Verify the controls are in place to maintain the new risk treatment as specified in the applicability table (i.e. control of the controls).  
6.4.1.4 Record each selected risk treatment option, strategy, its control, and date in the Form 2 for future reference.
6.5  Prioritization:
6.5.1 Prioritize the risk treatments list:
6.5.1.1 Place any activity with a risk strategy of “terminate or tolerate” on hold in the Form 2. 
6.5.1.2 Collect the selected treatments for prioritization in a single file or spreadsheet, the Prioritization File.
6.5.1.3 Sort the remaining active activities in the Prioritization File by ranking per Table 5, Prioritization, to produce the system recommended prioritized list.
6.5.1.4 Provide the prioritized list to the appropriate level of management.
6.5.1.4.1 Develop a list of approvers starting with the area or task manager and proceeding until a member of the Directorate has been identified
6.5.1.4.2 The Directorate or their designee(s) review and may adjust ranking according to “other relevant factors” - cost, coupling relationships, and other planning factors

NOTE: Examples of planning factors that may merit adjustments program priority include 

· Complexity of the involved processes 

· Reliability of the engineering and administrative controls 

· Skills and experience of the personnel involved 

· Maturity of the program (developed, mature techniques/processes versus state-of-the-art or developmental/pilot technology) 

· Changes that may affect performance (including regulatory) 

· Life-cycle phase (new, midlife, closeout of activity) 

· Organizational experience with the program 

· Performance measures/indicators, trending downward 

· Schedule/commitment or milestones failure 

· Time since the last internal independent assessment 

· Time since other assessments (external, management, process improvement teams, investigations) 

6.5.1.4.3 Develop the final approved list for implementation
6.5.2 Record any changes in ranking, the reason for the change, the selection of items to be addressed, and the reason for the selection in the Prioritization File.

6.6  Implementation
6.6.1 Develop a plan to implement treatments developed in Step 6.5.1.3.3:
6.6.1.1 Determine the level of formal project management required in accordance with guidance from the Office of Project Management Oversight (OPMO) and DOE O 413.3A, “Program and Project Management for the Acquisition of Capital Assets”. .  
NOTE: Projects requiring cross-functional teams shall use project management techniques and have an approved Charter and management sponsor. At a minimum, all plans shall contain the following: 

· Cost estimates including a Cost Control and Cost Reporting Plan, 

· Schedule of tasks or action items,

· Assessment of Training changes required,

· Quality Plan,

· Communication Plan,

· Security Plan (physical and/or computer if applicable),

· Resource Plan (permanent team members, other personnel requirements, tools, equipment, etc.), and

· Risk Assessment.

6.6.2 Obtain approval by the appropriate level of management and implement
7.0 Responsibilities
Fermilab Director

· Holds senior leaders accountable for implementation of, and compliance with, this procedure

· Provides financial support to senior leaders for pertinent activities

· Ensures the use of procedure
Division and Section Heads

· Comply with and champion this procedure for their areas of responsibility

· Provide the necessary resources as appropriate to the findings/issues using a graded approach.

Head, Office of Quality and Best Practices
· Oversight of the procedure and plans
· Approves the Graded Approach Procedure

· Provides periodic status reports to the Laboratory Director, responsible managers, and others as appropriate

· Provides support to responsible management in resolving document control issues 
8.0 References 

DOE O 414.1C Quality Assurance – Contractor Requirements Document, Attachment 2, General Quality Requirements
9.0 Control of Records

	Record:
	Storage Media:
	Storage Location:
	Storage Owner:

	Form 1 – Grading Worksheet
	Paper or electronic
	TBD
	TBD

	Form 2 – Activity Log
	Paper or electronic
	TBD
	TBD

	Prioritization File
	Paper or electronic
	TBD
	TBD


10.0 Definitions
Risk Treatments

Terminate- Risk avoidance involves not performing an activity that could carry risk and/or closing something. 
Treatment - Risk reduction involves methods that reduce the severity of the loss. 
Tolerate (or retain) - Risk retention involves accepting the loss when it occurs. 
Transfer - Risk transfer means causing another party to accept the risk, typically by contract or by hedging. 
An activity is a user defined action or small set of actions such as entering data into a Purchase Order form.

A process is a structured set of activities designed to produce a specified output for a particular customer or market. It implies a strong emphasis on how work is done within an organization, in contrast to a product's focus on what is produced. A process has a beginning, an end, and clearly identified inputs and outputs; a structure for action.  For example, the process of order placement is the set of activities to gather the information, enter the information, move the order to a Purchasing Agent, and initiating the order with a supplier.

A system is a combination of processes and their interactions.  For example, Supply Chain Management is the system made up by several processes – vendor qualification, procurement specifications, order creation, order placement, shipping, delivery, vendor monitoring, etc.

A project is a temporary endeavor undertaken to create a unique product, service or result.  It usually involves several processes such as planning, financial, communication, scheduling, and purchasing.
A program is a group of projects managed in a coordinated way.  Programs usually include an element of ongoing work and may continue for years.  Many of the projects underneath the program may close and new ones be opened as the program progresses.
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Table 1a – Consequence Code


Table 1b – Consequence Code
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[whichever is greater

[whichever is greater






Table 2 - Frequency Code 

        [image: image3.png]Estimated Annual

DescriptiveWord | Likelihood of Description
Occurrence
Antcipated otspeina  |Incidents that may occur severeal times during the
(Likel) & lifetime of the facility (Incidents that commonly occur)
Incidents that are not anticipated o seldamly acour
duing the lfefime of the facilty. Natural phenomena
Unikely 10-2-p210-4 |of this probabilty class include: Uniform Building Code-
level earthquake, 100-year flood, maximum wind gust,
etc. (nftequent sven but probable to happen.)
Incidents that will prabably nat occur during the lfe
Cotomely Unlkely | 10.4wpainp  |YCIE o1 thefaclty, Remote siuation that can be
foreseen in a scenario analysis. This class inclues
the design basis accidents.
Beyond Exdremely 10-67p ANl other Incidents.

Uniikely





Table 3 – Risk Code
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Table 4 – Applicability
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Management

Quality Assurance Risk Code Applicability
CRITERTA
[Program [ The QAP, as wel as other programmatic plans, wil define the siructure, participants, levels of responsibity,
e Formal structure and define working processes
@ Defined levels of responsibility Al

e Established processes to include planning,
scheduling, and provide resources for work.

Tr:

e Personnel trained and qualified to perform
work

and Qualific:

n

e Continving training o mainfain proficiency

Acceptable (1 -4)

e All emplogees must meet minimum standards expressed within approved job descriptions
@ Classroom training shall be conirolled and administered in accordance with an approved plan

@ Personnel records will be maintained for the lfe of the facility

Marginal (5 - 9)

Unacceptable (-10)

 Personnel qualification standards shall be established in accordance with established DOE training
acerediation program riles

 Personnel shallreceive on-the-job training documented on qualiication cards
e Requaliication and proficiency training processes wil be established

Improvement

@ Implement process to detect and prevent
qality problems

¢ Process improvement methodology will be established within the QAP; requirements wil flow down info
cach division and section for implementation

® Non-conformances will be discovered, tracked, and closed in accordance with the QAP

e Tdentfy, control, and correct items that do Al e Lessons learned will be developed and tracked

not meet requirements

e Prevent recumence e Corrective actions will be tracked and reported in accordance with the QAP

e Establish continuous improvement

program.

[ Documents and Records ¢ Policies, plans, and procedures conirolled in accordance with a laboratory — wide management plan

e Formal document control program o Plan provides specific requirements for development, review, and configuration conirol (change

conirol)

@ Specify methods to maintain records o Controlled documents available from single document website and hard copies in a central location

Al o Hard copies in the divisions and sections are conirolled in accordance with the plan

e Permanent records controlled in accordance with a laboratory — wide management plan
o Plan provides specific requirements for control of permanent records in accordance with NARA
requirements

o Divisions and sections provide plan to cenfral management function that details records generated,

control f local storage requirements, and disposition requirements
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Performance

Quality Assurance Risk Code Applicability
CRITERTA
[Work Processes @ Policy that siresses that achievement of environment, safety, and productiviy goals are compatible activiies
e Work IAW standards, administrative and o Policies state standards of excellence under which the facilfy is operated and clear lines of
hazard controls using approved instructions responsibilty for normal and emergency conditions are established.
and procedures
e Control items to ensure proper use o Effective implementation and control of operating activiies are primarily achieved by establishing
written standards in operations, periodically monitoring and assessing performance, and holding personnel
accountable for their performance.
e Maintain ifems to prevent damage, loss, or @ Operations goals shall inchude parameters such as
deterioration
e Calibrate and maintain equipment used for o Minimiring the wnavailabify of safety systems;
[process monitoring or data collection
o Minimiring personnel errors,
o As-Low-As Reasonably-Achievable (ALARA),
o Minimiring lost facily capabily,
o Minimizing the mumber of unscheduled facilty shutdowns per year,
o Timely complefion of scheduled surveillance;
o Minimizing the amount of overfime;
o Achieving and maintaining complete staffing and training of shift positions;
Minimizing waste, and
o Minimizing the mumber of ighted anmunciators.
@ Goals should be anditable, measurable, realistc, and challenging
o Meeting goals shall require a definte set of actions or an action plan
o Progress toward completing the action plan and achieving goals shall be monitored periodically and
corrected if required.
o Operating and safety goals shall be set and used as mofivators for improvement, not as ends in
themselves - The purpose is not simply to meet  numerical goal; rather, the purpose is to improve and
monitor operating performance
 “Tiem” is an all-inclusive term used in place of terms such as appurtenance, assembly, componeat,
Al e auipment, material, module, part, structure, product, software, subassembly, subsystem, system, wnf, or

support system.

o A process for the identification and control of ifems shall be established and implemented to

= Prevent the use of incorrect or defective ftems,

= Ldentify and control S/Cls, and

= Provids for the control and maintenance of items,
o The identfication and control process shall apply from mamufachure o receipt through delivery,
installtion, or use. The process shall also provids for the identification and configuration conrol of
installed or replacement ifems consistent with specified requirements.
o Physical identifcation of ifems i preferred. Suitable identification information includes the unique part,
lot, heat, model, version; or serial numbers on the ffem or i records traceable to the item, or both,

o Vork processes should be established and implemented to protect ifems in accordance with
specified bechnical standards and administrative conrols to prevent damage, loss, or deterioration. Work
processes should specify protective methods for sensitive or perishable ifems, such as special handing,
shipping, and storage controls for precision instrumentafion and limited shelf Ift items, and for items
requiing special proteciive environmental controls, such as temperaure and humidity controls.

o Work processes should be established and implemented to ensure that equipment used for process
monitoring and data collection is of the proper type, range, and accuracy. Such equipment should be
calibrated according to technical standards and maintained to ensure continving data quality and process
capabiliy.

o Software control processes should be established and implemented to ensure that computer
‘programs used for applications such as developing or veriying desigas, performing safety analyses,
establishing safety envelopes, and performing safety management functions (.. tracking limifing
condiions for operations or safety issue corrective actions, and conrolling operafing safety systems)
perform as intended and cannot create a safety issue through failure or unexpected operational impacts.

e Equipmentitools sed for process monitoring or data collection shall b calibrated, maintained, and properly
secured.
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Quality Assurance
CRITERTA

Risk Code

Applicability

Performance

[Design

e Use sound engincering/scientific principles
and standards

o Incorporate requirements and design
[bases in design work and changes

o Control design interfaces

o Verifyfvalidate adequacy of design
[products using individvals or groups ofher than|
ihose who performed the work

o Verifyfvalidate work before approval and
implementation of the design

Acceptable (1 -4)

@ & design process shall be established that provides appropriate control of design inpuls, outpuls,
verification, configuration and design changes, and technical and administrative interfaces. Design work shall be
[based on sound engineering judgment, scientific principles, and applicable codes and standards. DOE O
420.1, Facility Safety , identifies some of the design requirements.

o The selection of applicable design control requirements are guided by safety analyses that establishes

= Ldentification and functions of safety (safety class and safety significance) for structures, systems,
and components (SSC),

= Significance to safety of functions performed by SSCs, and

= Those aspects that is crifical to the performance, reliabily, or programmatic requirements of
S55Cs

@ Design of items can receive one level of independent review.
@ Design basis and final drawings must be archived in the central document storage facilty

e Change control processes shall be established to maintain current drawings and configuration. Changes shal
be approved by the cognizant design anthoriy.

Marginal (5 - 9)

¢ Design documentation shall provide acceptance, inspection, testing, and maintenance crieria to ensure
continning reliabilty and safety of fems.

e Design documentation shal include approved computer codes uilized for preparing designs and
documentation

@ Design records shallinclude documentation such as design inputs, calculations, and analyses; engineering
reports, design outputs; design changes, design verification actvites, and related documents that provide
evidence that the design process was completed correctly

@ Design inputs shallinclude contrachual requirements and customer expectations

 Design inputs shall include information such as design bases, health and safety considerations, expected ife
cycle, performance parameters, codes and standards requirements, and reliabiliy requirements

@ Design processes shall translate design inputs into design components shall b reflected in final design output
documents that are technically correct and compliant with end user requirements,

@ Design output documents shall support other processes such as dose and risk assessments, procurement,
manufacturing, assembly, construction, testing, operation, inspection, maintenance, and decommissioning. As-
it conditions for structures, systems and output documents

TUnacceptable (~10)

@ Design verification processes shl be defined and performed by technically knowledgeable persons
separate from those who performed the design

¢ Design verification methods include design reviews, alternative analyses, qualification testing, and peer
reviews

 Tnterim design veriication activities shall be conducted under controlled conditions involving support of ofher
[work such as procurement, manufachure, consiruction, or festing,

e Design verification shall be completed before relying on struchures, systems, and components to perform
ineir finction.

@ Design changes that result from temporary modifications, or installed designs that are dispositioned "use-as-
is." shall undergo the same level of design review as for original designs

e Computer software used to originate or analyze design solufions that serve to mifigate potential accidents
shall be conrolled in accordance with DOE Guide G 414.1-4, Safety Software Guide, dated 6-17-05 (or
st revision). All other computer software used to analyze designs that might have safety, operational, or
[programmatic consequences shall be veriied and controled.

@ Design reviews shall be performed by independent resources with no involvement in the project being

[reviewed and shall have the qualifications documented as part of the archived record.
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Performance

Quality Assurance Risk Code Applicability
CRITERTA
[Procurement @ Procurement using Pro-Card or equivalent s allowed

e Procure items and services that meet
established requirements and performance
specifications

e Select suppliers on the basis of specified
crieria

e Implement processes to ensure
continmedfon-going supply of acceptable items
and services from vendors

Acceptable (1 -4)

o Parts or use of equipment in calibrated systems or flfiling ife-safety code functions shall not be
purchased using company credit cards.

Marginal (5 - 9)

TUnacceptable (=10)

¢ Procurement processes shall be implemented to prevent infroduction of suspecticounterfeit fems (S/CTs)
and provide a method to detect them before they are released for use.

 Procurement requirements shall be commensurate with the importance of the end use of the purchased item
or service.

¢ Management controls shall be in place and followed for DOE procurement and subconiracts through
applicable DOE Orders, the Department of Energy Acqisition Regulation (the DEAR) in 48 CFR.
subchapters A through H, and the Federal Acisition Regulation (FAR), in 48 CFR 970 et.seq.
o Existing procurement management systems shall adequately respond to end-user requirements and reflect
requirements of DOE Order 414.1C, Quality Assurance.
 Procurement documents shall include or reference requirements and acceptance criteria for purchased items
and services
 Procurement documents shall include specifications, standards and other applicable documents as
referenced in design documents
 Critical parameters and requirements shall be specified such as document submittals, product related
documentation, problem reporting, adminisirafive documentation, personnel or materials qualificaions, bests,
inspections, performance expectations for services, and reviews
e Procurement processes for safety-related struchures, systems, and components shall be graded based on
ineir importance to safety and the protection of workers, public and environment.
 Prospective suppliers of struchures, systems, and components that are important to safety andlor the
[protection of workers, public and environment shall have a quality assurance program and their quality
[programs shall be verified to conform to contract requirements that inchude their capabily to meet
performance and scheduile requirements.
o Assessments of suppler's capability and facilies shallinclude the portions or all of the following:

o A review of the supplier's history of providing identical or similar fems or services.

o A review of shared supplier quality information.

o An evaluation of cerifications or registrations awarded by nationally accredited third parties, and

o An evaluation of documented qualitative and quantitative performance information provided by the

supplier.
e Qualified supplier's performance capabiliies shall periodically be verified and monitored to confirm their
continning capabiliies
@ Monitoring of supplier performance capabilty inchudes some are all of the following
Surveillance of work activites,
Tnspection of facilifies and processes,
Review of plans and progress reports;
Surveillance of mamufachiring processes and methods,
Processing and use of change information;
Review of infernal assessments,
Review and disposition of non-conformances, and
Selection, qualification, and performance monitoring of sub-fier suppliers.
@ The procurement process shall provide for the idenification of inspections and tests to ensure conformance
with purchase requirements.
o Procurement documents shall specify crifical or important acceptance parameters for inspection.
 Tnspections shall include verification that specified documentation has been provided by the supplier and thaf
tems were not damaged during shipment.
 Tnspections shallinclude some are all of the following

o Tnspections of materials or equipment af the supplier's plant;

o Receiptinspection of the shipped items,

o Review of objective evidence such as cerffications and reports; and

o Veriication or testing of items before or following shipmen.
o Supplier-generated documents for siructures, systems and components shall be accepted through the
[procurement system and controlled and processed by the end-user organization. Documents include
certificates of conformance, drawings, analyses, test reports, maintenance data, nonconformance
documentation, corrective actions, approved changes, waivers, and deviations
 Ttems procured for safety applications in nuclear or high-risk: related activiies shall be procured on either of
ine following basis:

o Purchased from a supplier whose quality assurance program has been evaluated and found acceptable, or

o000 0000

o Purchased as commercial-grads items that have been approved for dedication to a specified application.

e Commercial-grade items intended for use in nuclear safety or high-risk activfies shall be procured in
accordance with documented processes using recognized consensus standards.
o Critical design characteristics defined by the design organization shal be utlized in ifem selection and
acceptance requirements. They may include the following
o Unique tesis to be performed,
o Tnspection requirements, andfor
o Evaluation of the suppliers abilty to consistently supply the item af a level of quality that meets the
safety and relabilty reqirements for the ifem.
@ Moli-site procurements shall be performed only when interfaces and responsibilty agreements have been

clearly defined and established in writing with regard to quality requirements.





Table 4 – Applicability (Continued)
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Quality Assurance
CRITERTA

Risk Code

Applicability

Inspection and Acceptance Testing

e Tnspect and test items, services, and
[processes using specified acceptance and
[performance criteria

e Calibrate and maintain equipment used for
inspections and tests.

Acceptable (1 -4)

@ Low sk items recire idenfiication of acceptance and performance crieria by the user or designer.
o Tndependent review o assessment i not required

o Receipt inspection may be performed by receiving personnel as long as no advanced training is
reqired to use inspection equipment
o Certiied test equipment is not required to test operabily of equipment as long as it has been established
that no calibration is required.
o Personnel qualifications to operate and mainfain equipmentis suficient to test operability

@ Tnspection and acceptance shall only be performed by personnel qualiied to perform inspections in
accordance with the QAP and Quality Inspection Manual

g o The site will maintain and administer a program for Qualty Assurance Inspectors af Level I, IT, and
£ m
& o QAT will administer and control the program
8 Marginal 5 9) o QAL wil establish and maintain qualification standards and associated On the Job Training
programs that meet DOE O 414.1C.
e M&TE Programs will meet the following
o Measuring and test equipment (M&TE) used for inspections, tests, monitoring, and data collection
shall be calibrated, maintained, and controlled sing a documented process.
o M&TE shall be checked before use to ensure it is of the proper type, range, accuracy, and precision
and is uniquely identified and traceable to its calibration data.
o Procedures shall be developed that establish requirements for testing, retesting, adjusting, and
recalibrating METE,
o M&TE shal be calibrated to standards fraceable to the National Insitute of Standards and
TUnacceptable (~10)
Technology or other nationlly recognized standards when appropriate, or if no standard exists, the basis
for calibration is documented.
©The M&TE used shall be traceable to the item for which acceptance is established,
[Management Assessment @ Management assessments shal be planned, scheduled, conducted and results documented.
e Management andit of programs under @ Managers shall periodically assess their functions to determine how welltheir organization is meeting both
hisier direction and line self-assessment of customer and management performance expectations and mission objectives, to identify strengths or
[processes to identify and correct problems opportuniies for improving performance, and to correct idenfiied problems
that hinder the organization from achieving its
objectives Al
@ Problems that hinder the organization from achieving its objeciives shall be identified, corrected, and
[personnel trained on the changes
@ Managers shall view thei participation in the assessment process as essential to ensure their gaining a first-
hand understanding of how well the management system is functioning
e Personnel performing assessments will be trained in accordance with the QAP
Independent Assessment e Coniractor senior management shall establish a process fo obfain an independent assessment of fhe
organization's programs, projects, coniractors, and suppliers.
e Conduct independent assessments to e Senior management shall ensure that independent assessments are planned, scheduled and conducted to
measure quality and adequacy of work measure item and service quality and the adequacy of work performance to promote improvement.
e Establish sufficient anthority and freedom @ Plans shall be approved through the Quality Council and distributed at the beginning of each fiscal year.
from line management for independent
assessment teams
. |* Basure that persons conducting e The management structure shall ensure there is sufficient avthority and freedom from line management to
§ |independent assessment sure technically enable independent teams to effectively perform assessments
§ | qualified and knowledgeable in the areas to be
% [assessed
<« @ Persons conducting independent assessments shall be technically qualified and knowledgeable in the areas
ihey are assigned to assess and have had no previous responsibilty for the work being assessed.
o Assessments include the following
o Evaluation of work performance and process effectivencss,
A o Evaluation of the quality of work products,

o Evaluation of the compliance to established management system requirements,

o Tdentfication of abnormal performance and potential problems,

 Tdentfication of opportuies for improvements;

© Documenting of assessment resuls, and

 Reporting of assessment to managemen.
e Resuls of independent assessments shal be analyzed to determine if problems are local or global and
appropriate remedial management action(s) is(are) infiated to correct problems.
o Findings from assessments shall be tracked and progress towards their closure monitored and reported to
senior management.
o Correcive actions that are implemented to address findings shal be veriied for adequacy and follow up
reviews shall be performed to determine effectiveness in correcting problems.
e The management system shall include a “Lessons-Leamed" reporting mechanism to enable other
management groups to benefit from identified management ssues
e Personnel shall be qualfied in accordance with the QAP











Table 5 – Prioritization
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Primary Driver

Ranking

(Importance)

(QA Criteria Grouping)

(Consequence Code/Frequency Code)

HIGH_HIGH

Group 1

5 & 4 / 4 & 3

HIGH_MED

Group 2

5 & 4 / 4 & 3

HIGH_LOW

Group 3

5 & 4 / 4 & 3

MED_HIGH

Group 1

4 / 3

MED_MED

Group 2

4 / 3

MED_LOW

Group 3

4 / 3

LOW_HIGH

Group 1

5 / 2

LOW_MED

Group 2

5 / 2

LOW_LOW

Group 3

5 / 2

Note - Mitigating all the above graded activity scenarios should close all "unacceptable" risk codes.

Ordering: 

GROUP 1

GROUP 2

GROUP 3

Personal Safety

Mission Impact

Public Affairs

Environmental Safety

Security

Management Requirements

Public Safety

Legal

Cost & Schedule

Radiological

5. Repeat process until all Classifications from Table 5 (above) are complete.

1.  By Classification, include all activities or groups with QA Criteria Categories having Consequence Code and 

Frequency Code scores from activity assessment where each category in the Primary Driver has Ranking values 

shown in Table 5.  

2. From this same Classification, sum scores within Primary Driver group and order activities in descending value.

3. Sum scores in remaining two groups for a total combined value from both groups.

4. Sort Primary Driver group where scores are the same by adding total score from remaining two groups to the 

primary group score and ordering in descending value.


Attachment 1 - Graded Approach Process Flow 
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Yes
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Attachment 1 - Graded Approach Process Flow (Continued)
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Are several groups 

and/or activities being rated 

(more than 10)?

Screen or filter list by 

finding and grading 

activities with a 

consequence of “low” or 

less and a frequency of 

“extremely unlikely” or 

less

Place items with 

these grades on 
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E
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A C
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Is the existing plan in its 
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determining the risk treatments 

and controls?

Yes

Leave as separate 

activity

No

Yes

Determine (grade) 

consequence list of 

hazards and incidents 

with associated 
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Determine (grade) 

frequency list of 

hazards and incidents 

with associated 

activities  

No

Note –“On hold” 

excludes activity from 

prioritization process

Note –If in doubt, 

use the higher value. 

BE 

CONSERVATIVE.

<-End of filtering activities  

Use the Grading Worksheet 

for the next 3 steps

Determine Risk 

Code


Attachment 1 - Graded Approach Process Flow (Continued)
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End of Mitigated Grading 

à

Compare each activity’s (or 
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requirements from 
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Attachment 1 - Graded Approach Process Flow (Continued)
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Review ranked list 

while considering 
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(ranking) if needed
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Select activities to 
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See Prioritization Table

Record risk 

treatment options 

and controls

Determine 

potential control 

and control of 

control for 

treatment options

Record any changes 

in ranking, reason 

for, and reason for 

selection in the  

Prioritization File

Management Review





Attachment 1 - Graded Approach Process Flow (Continued)



[image: image16.emf]G

Does project 

to mitigate risk 

require formal project 

plan?

Charter Team

Obtain 

Management/

Sponsor Approval

Create Project 

Plan
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of Project Plan

Execute Plan

Monitor and 

Review Plan

Project Plan 

Closure

END

D Add to the plan

Yes

No

Per DOE O 413.3A
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level will be dependent 

support requirements
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B


Is the existing plan in its 
process of assessment prior to determining the risk treatments and controls?


Are several groups 
and/or activities being rated (more than 10)?


Screen or filter list by finding and grading activities with a consequence of “low” or less and a frequency of “extremely unlikely” or less


Place items with these grades on hold on Activity Log and record reason


Determine hazard/incident scenarios for the activity or grouping


A


C


E


Add activity and area which needs updating to list.  (Be sure to list all items in the system found out of date and group together.)


Yes


D


Leave as separate activity


No


Yes


Determine (grade) consequence list of hazards and incidents 
with associated activities  


Determine (grade) frequency list of hazards and incidents 
with associated activities  


No


Note – “On hold” excludes activity from prioritization process


Note – If in doubt, use the higher value. BE CONSERVATIVE.


<- End of filtering activities  


Use the Grading Worksheet for the next 3 steps


Determine Risk Code
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START


Gather Activities


Form Cross-functional team


Assign owner or divisional/area team


Are there items which 
can be grouped together (bounded/forced control by, subset of or “like”?


Is (are) activity 
(activities) something you 
have expertise to evaluate and/or is this completely within your area’s control (no one 
else is affected)?


Is this a subset of or 
interrelated to something already graded ?


Is existing process (or higher level) up to date?


B


B


Yes


No


No


Is there an active project where activity can be added?


Yes


Yes


No


No


Group


Yes


C


No


A


Yes


Ex: Activity of filling out a P.O. is bounded by Procurement Process


Record association with program, project, system, process or as a singular activity


Create a process flowchart or major step block diagram and associate activities 


This will depend on the level complexity and required resolution of the examination.
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F


Place any risks which will be  terminated or tolerated on hold on the Activity Log.


Determine potential control and control of control for treatment options


Create Prioritization File and sort list per prioritization criteria to determine initial ranking


Review ranked list while considering “other factors” and adjust priority (ranking) if needed


Record any changes in ranking, reason for, and reason for selection in the  Prioritization File


G


Select activities to work from ranked list.


End of Prioritization à 


End of Determination of Rigor à 



See Prioritization Table


Determine risk treatment options


Record risk treatment options and controls


Management Review
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E


Verify evidence for change


Change any grades for an activity (or group) where all requirements exist, controls are sufficient, and are implemented


Compare each activity’s (or group’s) grade against the Quality Criteria (Approach) requirements versus the current state of control and ability to detect 


Record final current state grade, requirements, reason for change, and evidence to Activity Log


Determine QA requirements from the Applicability Table 
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Does project 
to mitigate risk 
require formal project 
plan?
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Obtain Management/Sponsor Approval


Create Project Plan


Management  review and sign-off of Project Plan


Execute Plan


Monitor and Review Plan


Project Plan Closure


END
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Per DOE O 413.3A


Management authorization level will be dependent support requirements



