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PURPOSE
The purpose of the graded approach is to identify activities which have the potential for significant negative impact on quality and to guide the selection of controls to apply to those activities.  This focuses management attention on activities which require the most control and oversight.

INTRODUCTION
The graded approach process is part of Fermilab’s Integrated Quality Management Program.  Like Integrated Safety Management, Integrated Quality Management is based on the principle that the people best suited to understand risks are the ones who plan and perform the work.  Like hazard analysis under ISM, the graded approach procedure is an evaluation of activities.  It describes an incremental process which guides the user in determining the level of quality controls suitable for managing the activity.

The application of this process depends on the mission of the organization performing the evaluation.  For example, the Directorate will review the activities associated with the goals defined in the prime contract, while the Computing Division will review the activities associated with cyber-security.

The graded approach process is intended to:

· Identify activities which present significant quality risk, 

· Determine the risks and necessary controls, and 

· Document the determination

Laboratory-wide requirements described in the QA Plan specify a minimum level of quality controls that all activities must satisfy.  This prevents any activity from being “graded to zero”.

RESPONSIBILITIES

FERMILAB DIRECTOR
Holds senior managers accountable for implementation of, and compliance with, this procedure, and ensures that adequate resources are provided.
DIRECTORATE
The Directorate is responsible for ensuring that the graded approach is applied to laboratory-wide activities.
OFFICE OF QUALITY AND BEST PRACTICES

The Head of the Office of Quality and Best Practices (OQBP) authorizes this document by signature.  OQBP also assures that Fermilab assessments review compliance with this procedure and the effectiveness of its implementation.

PROGRAMS, DIVISIONS, AND SECTIONS

Associate laboratory directors and the heads of each program and division/section are responsible for applying the graded approach to activities under their control.   They provide the necessary resources as appropriate to implement and maintain the graded approach process.
Division/section Quality Assurance Representatives (QARs) are responsible for coordinating and providing advice on implementation and maintenance of the graded approach to activities while avoiding any unnecessary duplication of documentation or effort.

PROCESS OWNERS
Owners of Fermilab processes (managers/supervisors/engineers/spokespersons) are responsible for ensuring that the graded approach procedure is applied to activities under their control.

PROCEDURE
The graded approach procedure allows managers to identify activities which present significant quality risk, determine the risks and necessary controls, and document the determination.

PROCESS STEPS
A. Activity Identification – identify those activities that present significant quality risk as defined by the selection criteria
B. Define And Document The Steps Of The Activity – understand the activity

C. Risk evaluation and control choice – identify potential failures, choose controls to manage them

1. Evaluate the current state of the activity and controls

2. Describe the desired state of the activity and controls – consider impacts and likelihoods, choose a risk strategy

3. Document and describe additional controls where required

D. Communicate And Implement The Additional Controls
A.  Activity Identification
Using the following selection criteria identify those activities that present significant quality risk.  Whenever an item or service is deliverable to an outside organization, the evaluation is performed from the client’s point of view.  Activities which meet any of these criteria are required to go through steps B to D of the graded approach process.  Activities which do not satisfy the selection criteria, while omitting steps B to D, must still conform to standard laboratory-wide quality controls as shown in category 1 of the Applicability List.

· Reasonable likelihood of delaying the laboratory schedule by at least 3 months

· Total project cost greater than $500K

· Reasonable likelihood of an occurrence, or repetitive occurrences, with cost impact greater than $100K

· Personal safety or environmental hazards, liabilities or risks greater than those generally accepted in an industrial environment
· Reasonable likelihood of a significant reduction in the public trust or scientific reputation
· Judgment of line management
B.  Define and document the steps of the activity

- Consider goals of the activities, inputs, outputs, operating constraints, and interactions

- Consider using subject matter experts

- When an activity involves other organizations, consult with individuals from those organizations

C. Risk Evaluation and Control Choice

This step provides process owners and QARs with methods for identifying potential failures, with an aim of choosing the quality controls to manage the potential failures.  As used herein risk refers to potential negative impact on expected outcomes such as cost, schedule, safety and reputation.

1. Evaluate the Current State of the Activity and Controls

    Determine the risks associated with the activity, which controls (including ES&H) are already in place, their adequacy and effectiveness for the specific risk being evaluated, and identify any remaining risk.


To assist in determining the remaining risk:
   -   For all risks evaluate the ways things can go wrong
   -   For project schedule delays consider using critical path analysis

   -   For operational delays consider creating a contingency plan

   -   For costs consider a detailed cost and contingency analysis
   -   Consider idea-generating tools such as flowcharts, lists, cause and effect diagrams, failure modes and effects analysis

   -   Consider available information such as published standards, data and/or methods; previous experience; and subject matter experts

2. Describe the Desired State of the Activity and Controls 
   -  Considering the potential impacts and perceived likelihoods of the remaining risks identified above, choose one or more risk management strategies to address those risks (See appendix x):

· accept the risk without additional controls, 

· apply additional controls, 

· modify or stop performing the activity.

· For those risks where the management strategy is to apply additional controls, create additional controls to mitigate the risk.  If the risk evaluation has not already done so, document and describe how the new control is expected to reduce the impact and/or likelihood of negative outcomes to a level acceptable to management.
· It is expected that the QAR participates in the risk evaluation or reviews the output.
· The final choice of risk management strategies and controls must be reviewed and approved by line management
D.  Communicating and Implementing the Additional Controls
QAR map to the QA controls in the Integrated Quality Management Program listed in appendix y.

In order to successfully complete risk evaluation steps E through I the kind of risk management strategy being applied must be considered.  Risk management strategies include one or more of the following; accept the risk without additional controls, apply additional controls, stop performing the activity.

When evaluating existing controls, should they be improved?

Consider changes and reevaluation

Reiteration

Changes in risk strategy

Should the final process output be vetted.  (QA check).

Reevaluating if the process has changed

Documentation Expectations:

Documentation is not required for activities which do not pass through the selection criteria. It is expected that there will be documentation of the graded approach process for each activity which does pass.
The purpose of the documentation is to communicate that risks have been adequately considered and addressed. The primary focus of the documentation should be on the controls which are currently not in place, while providing a minimal record of the identified risks and existing controls.
POLICY AND PROGRAM DOCUMENTS
Fermilab Quality Assurance Plan

Fermilab Environment, Safety and Health Manual
[Fermilab Contractor Assurance Plan] 
PROCESS STEPS
A. Using a set of selection criteria, defined below, select those activities that present significant quality risk.  Only the activities which meet the criteria are required to go through the remaining steps.  
B. Define and document the steps of the activity

C. Determining which controls are already in place, their adequacy and effectiveness for the specific risk being evaluated

D. Evaluating the residual risk / what can still go wrong?

E. Evaluating unmitigated consequences and likelihood / quality impact(s)

F. Determining which controls are required for each category (applicability matrix).
G. Determining which of the required controls are not in place
H. Prioritizing, communicating and implementing the missing controls

Concern – we have not defined requirements.

APPENDIX X – RISK MANAGEMENT STRATEGY

IMPACT, LIKELIHOOD defense in depth

[The following was removed from documentation expectations, probably to be deleted:
Base documentation requirements include:

Description of the activity

Risks identified for the activity (minimal descriptions for risks which are already controlled)

Existing controls (minimal descriptions)

In addition, if existing controls are inadequate:

Risk management strategy

In addition, if the management strategy is to add or modify controls:

Additional/modified controls to be applied]

APPENDIX Y APPLICABILITY LIST     
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