Department of Energy
Fermi Site Office Oj
Post Office Box 2000 Q5C7~
O

Batavia, lllinois 60510

SEP 1 4 2007

Dr. Bruce L. Chrisman

Chief Operating Officer
Fermilab

P. O. Box 500

Batavia, lllinois 60510

Dear Dr. Chrisman:

SUBJECT: IMPLEMENTATION OF DEPARTMENT OF ENERGY (DOE) ORDERS, RULES,
AND NOTICES UNDER CONTRACT NUMBER DE-AC02-07CH11359 WITH
FERMI RESEARCH ALLIANCE, LLC

Listed below are revisions to Appendix |, List B, for review and comment prior to implementing
action under the contract with Fermi Research Alliance, LLC for the operation of Fermilab.

ADDITION TO THE LIST

Office of Science (SC) PROGRAM CYBER SECURITY PLAN (PCSP) and all its Exhibits (listed
below). All these documents are maintained on SC’s Management Systems home page for ease
of DOE headquarters and site office reference; however, it is necessary that we formally transmit
them to you. While PCSP is under revision, we do not know a due date for completion of that
effort.

Exhibit 1 — Memo, M. Robertson to Dr. Orbach’s, dated March 2, 2007

Exhibit 2 - Designated Approving Authority (DAA) Overview

Exhibit 3 - Continuous Monitoring Program for Unclassified Systems

Exhibit 4 — Unclassified Information Systems

Exhibit 5 - Continuous Monitoring Program for National Security Systems

Exhibit 6 — Cyber Security Requirements for National Security Systems

Exhibit 7 — Cyber Security Risk Assessment & Mitigation Plan, June 1, 2007
Exhibit 8 — Cyber Security Threat Statement, June 6, 2007

Exhibit 9 - U.S. DOE SC National Security System PCSP Implementation Manual

If there are no objections, please sign the acknowledgment below by October 12, 2007. Be
advised that after we receive the signed acknowledgment of receipt and acceptance, it will
become an addendum to Appendix | of the subject contract. An updated Appendix | will be issued
periodically to incorporate all new additions and deletions.




Bruce L. Chrisman

oL SEP 1 4 2007

Clarifications identified in this letter will remain as file documentation to indicate we have reviewed
current changes. Please contact me at extension 5441, if you have any questions.

CC:

P. Oddone
Y.-K. Kim

H. Montgomery
V. White

G. Leonard

Sincerely,

Dennis Wilson
Contracting Officer

Acknowledgment of Receipt and Acceptance

Chief Operating Officer

19/1])27)

Date




