Information for Visitors Bringing Laptops to Fermilab

Please note: Fermilab now requires that all PC's connecting to the Fermilab network/internet be registered.

Quoting from a recent issue of Fermilab Today ...

"... Systems that are already registered in the MISCOMP node registration database will continue to transparently get network addresses. Systems that are not registered in MISCOMP have to complete a temporary registration process by bringing up a browser. Upon completing the very simple temporary registration form, users will be able to obtain a network address that will be good for the rest of the day. The number of temporary registration addresses a system can receive is limited to five, so users should complete the permanent registration in MISCOMP at their earliest convenience."

Please see the following web links for important, additional information...

"Frequently Asked Questions regarding Fermilab DHCP Registration" 

http://fndcg0.fnal.gov/dhcp-faq.htm


"How to Register for a DHCP addresses at Fermilab"

http://fndcg0.fnal.gov/How-to-Register-for-DHCP.htm

General information on network address allocarion and the new DHCP registration service is available online. You can also check online to see if your system's wireless and UTP (hardwire) interfaces are registered in MISCOMP.

Please also note: Fermilab periodically scans all networked PC's for certain known critical vulnerabilities (e.g. the Microsoft RPC/DCOM .. MS03-026 and MS03-039, ASN.1 .. MS04-007, and SSL/LSASS .. MS04-011 vulnerabilities). If a vulnerable PC is found then it is subject to being blocked from further network access until it is patched and verified. ... As a general recommendation, all PC's should be up-to-date on any critical security patches and they should be running anti-virus software with current virus signatures.

For a complete, evolving list of critical vulnerabilities, please see:

http://computing.fnal.gov/security/CriticalVuln/index.html
