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Introduction
The purpose of a quality assurance program is to capture the best practices, gleaned from decades of operational and research experience, and to apply them through a centrally-controlled program to assure that applicable customer requirements are met and to enable the organization to continually improve performance.  This is done by thoroughly understanding customer requirements; the risks associated with meeting those requirements; and controlling those risks so the desired outcome is achieved without undesired consequence.

These concepts are equally applicable to plant operations, manufacturing, and research in that the quality of a product or service is the extent to which that product or service satisfies the requirements, needs, and expectations of the customer.  In this context, the term “customer” includes those that receive products and services from Fermilab; including DOE, regulators, stakeholders, the public, contractors, suppliers, other operational entities, and employees.  

The term “quality” encompasses those actions required to ensure that risks are managed through a step-wise process that includes:

· Evaluation of processes, operations, customer requirements, and end-use of manufactured items
· Identification of risk in terms of environmental, safety, and health objectives; cost and schedule; public perception; contract performance; and ability to complete the mission
· Identification of required operational and process boundaries 

· Engineering physical barriers to mitigate risk

· Establishing operational and administrative requirements to mitigate risk that cannot be mitigated by design

· Training of personnel to operate within the prescribed boundaries

· Implementation of configuration management to control the boundaries

· Assessment and audit to assure that the systems put in place to control the operation are maintained properly and that they are effective

Discussion
Programs that mitigate risk rely on the concept of defense-in-depth.  After the risk is calculated, the facility must erect barriers, or gates, between the entity posing the risk and the unprotected worker, public, and environment.  The higher the risk the more barriers, or gates, must be erected to isolate the risk.  And of those barriers, those that are engineered, or fixed, are preferable to those that rely on human performance to uphold.

As shown in the figure to the right, an operation that poses little or no risk to health, the conduct of a project, or cost of an item will require minimal controls, such as a monitoring system (fixed barrier) or procedure (dynamic barrier).  If the opposite is true and the risk is to life, health, project efficacy, etc.; much more protection must be offered.  In this case, barriers may take the form of physical barriers such as substantial buildings/structures, fire suppression systems, monitoring systems, and atmospheric controls (negative pressure rooms relative to manned spaces with HEPA filtration systems).  Dynamic barriers can include administrative controls that manage access to hazardous areas, standardized operating procedures, and training and qualification programs.  In the case of high value design or research, barriers may take the form of business and project management controls that ensure a step-wise approach to achieving specified goals that partition and control segments to limit loss-potential.  Put simply, the higher the level of risk, the more barriers are used to ensure the desired level of protection is maintained in the case that one or more are compromised.

Once the barriers are established, they must be maintained.  Maintenance is primarily done through administrative controls such as configuration management of engineered barriers and business processes, use of qualified individuals, establishment of prescribed, standard training and requalification/recertification programs, and use of accurate, controlled drawings (as-builts) and standardized procedures.  The ultimate goal is to prevent breakdown or bypass of the barriers that prevent undesired exposure or consequence.

Finally, quality assurance uses a series of self-assessments and audits to:
· Ensure the established controls (barriers) are adequate (static and dynamic)

· Ensure that the processes that describe the dynamic barriers are being followed
· Ensure the administrative processes are being followed to maintain the barriers

The results of the assessments and audits are used to validate the efficacy of controls, identify areas that require correction, or to identify areas that need to undergo process improvement for improved efficiency/cost control.
Implementation
Fermilab is unique in the products and services it provides.  It covers everything from standard utility systems and equipment to development of highly technical, one-of-a-kind equipment to support basic research in HEP.  It is not unique; however, in that it has a customer that pays for these services.  The customer levies requirements to the proper management of its interests in terms of planning, fiduciary responsibility and accountability, and safety, operational and environmental excellence.

To that end, a new quality program requirement has been established in the FRA contract.  In order to meet the contract requirements and still allow the flexibility needed in a research facility Fermilab has developed a graded approach to implementing quality requirements.  The graded approach uses a matrix to determine the level of rigor that must be applied to any project, process, or operation.  The matrix provides a way to identify risk, as a result of consequence and frequency of an event adverse to quality, which defines the level of control that must be exercised to ensure the safety of our workers, quality of our products, and compliance with applicable legal and contractual requirements.

Grading is encouraged by DOE if a single or uniform method of applying a requirement across a facility or activity does not add value or reduce risk.  The grading process provides the flexibility to design controls that best suit the facility or activity. The grading process; however, is not used to obtain exemptions from the requirements of the QA Rule or Order.
The DOE has identified activity-specific and facility-specific factors that affect the level of quality required, such as:

· Relative importance to safety, safeguards, and security; 

· Magnitude of any hazard or risk involved; 

· Life-cycle stage of a facility or activity; 

· Impact/consequences on the programmatic mission of a facility; 

· Particular characteristics of a facility or activity; 

· Hazard category of the item or activity; 

· Adequacy of existing safety documentation; 

· Relative importance of radiological and non-radiological hazards; 

· Complexity of products or services involved; 

· Performance history of a facility or activity; and 

· Any other relevant factors. 

Process

As previously discussed, the levels of rigor will be different for every major operation, project, or initiative the laboratory participates in; however, the process to determine the levels of rigor must be step-wise and available tools must be consistently applied.  In that way Fermilab can be assured that the result is as objective as possible and the tools that are used to implement quality are consistent.  Consistency is desired to reduce costs by having one training program applicable to all and to create repetitiveness in the application of the tenets of quality.  In that way, management can expect that the supplier of a quality requirement, such as inspection of received materials or goods, is performed in a standardized, effective manner over the entire laboratory.  Furthermore, if a change in process is required, it can be integrated into the program once and consistently applied across the board.

These controls are documented and communicated to facility/activity personnel to ensure appropriate application.  This documentation takes the form of written procedures, practices, requirements manuals, policy statements, standing orders, and other written and controlled means as deemed appropriate by facility/activity management.  The level of approval of this documentation is also based on the hazards, complexity, and/or relative risk; as defined in the QAP.

Finally, the graded approach must not be used to “grade quality assurance criterion to zero” which has the affect of eliminating all verifications of the requirement.  Even in the least stringent application, compliance with applicable portions of stated requirements is mandatory unless an exemption is approved through an appropriate process with DOE.
Steps: 
The following summary-level steps are followed to establish the graded approach.  More detailed instructions are provided, below the following summary.
1. The first step in the grading process is to identify the hazards and their associated (unmitigated and mitigated) consequences/probability of a failure, before work begins.

2. The second step is to identify the specific requirements and controls to be applied.

3. The third step is to determine the depth, extent, and degree of rigor necessary in the application of the requirements and controls.

4. The final step is to communicate and implement the selected requirements and controls and their degree of rigor by means of documented work processes (procedures, instructions, specifications, and controls).

The logic, method of implementation, and basis for grading is documented below as part of the Fermilab quality management system, reviewed at least annually in light of changes that may have occurred, and if appropriate, revised to reflect those changes. 
Step 1 – Identification of Hazards, Consequence, and Frequency
Hazards identification for existing projects can be obtained from current Safety Assessment Documents (SAD) maintained in the Fermilab ES&H Division in accordance with Fermilab Environment, Safety and Health (ES&H) Manual procedure 2010.  The hazards should be compared to the following table to ensure that all applicable issues have been captured for consideration.

Hazards identification for any project, new or existing, can be identified using a variety of tools such as Hazard and Operability Studies (HAZOP), Failure Modes and Effects Analysis (FMEA), What-if analysis, Fault Tree Analysis, etc.

Regardless of the source, the consequence of the issues occurring and the predicted frequency of the occurrence must be established to determine the risk code.  The consequence is determined by personnel familiar with the system or process being reviewed; or with the item(s) being manufactured against various failure scenarios.  Frequency of failure can come from industry standards that address the use of items in a similar configuration or environment, from experience found in existing Fermilab material history data banks, or from best judgment of subject matter experts.
Determine the consequence code for each accident scenario or hazard that is postulated from Table 1a (Form 1).  Then determine the frequency code from Table 1b (Form 2).  Determine the Risk code using Table 1c (also Form 2). 
Step 2 – Determine Applicability of Quality Assurance Criterion
DOE Order 414.1C, Quality Assurance, contains ten (10) criteria.  A determination must be made whether the areas apply to the operation, process, or item under manufacture.  Use Table 2 (Form 3) to make the determination.
Step 3 – Determine Level of Rigor and Implementation Required
In this step the determination will be made by cross-referencing the risk code against the listed requirements.  For those criteria that are required, per the determination in Step 2, the project or group will be required to implement the requirements stated in this procedure and as explained by the QAP.  There will likely be more than one consequence for each of the accidents or events postulated.  All should be fully reviewed and logged through this process; however, only the bounding case for each needs to be used when determining the level of QA requirements to implement.  In all cases there is some latitude within the QAP requirements for the project or group to tailor the implementation so it adds value.

A record of each determination needs to be logged and maintained in a file for future reference.  This information needs to be recalled in the case that a new hazard or process is identified in the future requiring validation that it doesn’t exceed a prescribed limit.  In these cases the project or group needs to ensure that the bounding cases are still appropriately identified, or if they’ve changed because of the new hazard.  In most cases the original determination will be sufficient and the new hazard will already be bounded by past assessments and; therefore, will require no change in the organization’s approach to quality assurance implementation.

Step 4 – Communicate and Implement
When implementing new requirements the project or group must ensure the affected organization(s) are fully cognizant of the change as well as the reasons behind the change.  The controls put into place must meet the tenets of the QAP while still making sense for the implementing organization.

In some cases the change will require specialized training and qualification of personnel to fill the new role; and may ultimately lead to changes in how work is accomplished.  For example, for manufactured items there may be a requirement for a qualified quality assurance inspector to sign off on receipt of an item.  In order to be qualified, there has to be implementing procedures that dictate how laboratory items will be inspected.  Typically a procedure like this has to be approved and controlled by a Level III QAI with level I’s and II’s performing work only after completing certain classes and having a minimum required number of hours performing on-the-job training under the supervision of senior qualified individuals.  In this case the laboratory will have to make a determination whether that role will be filled separately by each of the divisions or run in an integrated manner from a central location.  A variant on this approach may be a centrally-controlled program via a QAI Level III with I’s and II’s operating from within the different organizations.
All implementing plans, procedures, and qualification programs will be vetted through the Office of Quality and Best Practices (OQBP) for approval.  The OQBP will ensure consistent application of programmatic guidance (QAP) and perform periodic checks in accordance with an audit plan that is promulgated annually.  Unannounced “spot” checks will occur throughout the year as well to ensure the cohesiveness and viability of the program.
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